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Abstract: Accurately localizing vulnerable statements is critical for ensuring software security.
Multiple vulnerability localization techniques have been proposed and have demonstrated promising
results. However, their effectiveness is often limited by the quality issues of the training data, such
as label noise and class imbalance, which are inherent in real-world datasets. To address these chal-
lenges, this paper introduces VL-REFINE, a local post-hoc refinement approach designed to enhance
the robustness and reliability of existing vulnerability localization techniques. VL-REFINE operates
on top of the initial vulnerability predictions produced by any localization model and applies a local
verification mechanism to validate and refine the vulnerability assessment for each code statement.
To evaluate the performance of VL-REFINE, we conduct extensive experiments on both function-level
and commit-level settings. Our experiment results show that VL-REFINE consistently enhances the
performance of multiple state-of-the-art vulnerability localization methods. Notably, VL-REFINE can
improve classification accuracy by up to 46% and enable developers to discover up to 43% more

vulnerabilities under fixed inspection efforts.
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1. Introduction

Software vulnerabilities refer to weaknesses
or flaws in software programs that attackers can
exploit to compromise system integrity, access
confidential data, or leak sensitive information [1,
2]. A notable example is the critical SQL injec-
tion vulnerability (CVE-2023-34362) discovered
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in MOVEit Transfer !, a widely used file trans-
fer application. This vulnerability allows unau-
thenticated attackers to gain access to MOVEit’s
database, affecting both individual and organiza-
tional users across countries such as the United
States, Canada, and Germany. The estimated fi-
nancial impact caused by this incident reached
approximately $15 billion [3]. Moreover, data
from the U.S. National Vulnerability Database
(NVD) has shown a rapid increase in reported
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vulnerabilities in recent years. In 2024 alone,
40,303 vulnerabilities were reported, which dou-
bled the volume recorded in 2021 [4]. These fig-
ures pose the urgent need for proactive vulnera-
bility detection and mitigation early in the soft-
ware development process.

To address this problem, various solu-
tions and tools have been introduced [1, 5-
8]. Traditional static analysis tools, such as
FlawFinder [9], Coverity [10], and ClangAna-
lyzer [11], rely on handcrafted rules or heuris-
tics to identify potential security issues in source
code. While these tools can be effective in identi-
fying well-known vulnerability patterns, they of-
ten suffer from limited scalability and high false
positive rates [12, 13]. Recently, machine learn-
ing (ML) and deep learning (DL) based meth-
ods [1, 5, 14, 15] have been proposed to au-
tomatically learn patterns associated with vul-
nerable code from existing datasets. By lever-
aging powerful learning algorithms, these ap-
proaches have shown promising results in fully
automated vulnerability detection, particularly at
coarse-grained levels such as files, code slices,
functions, or commits.

Due to the large number of statements within
a code component (e.g, a function or a commit),
even when a vulnerable code snippet is success-
fully detected, developers still need to spend con-
siderable effort to pinpoint the exact vulnerable
statements. To further facilitate the debugging
and repair process, recent research [6-8, 16] has
shifted focus toward fine-grained vulnerability lo-
calization (VL), which aims to identify specific
vulnerable statements. For example, LINEVD [7]
formulate VL as a node classification task over
program dependence graphs (PGDs). It leverages
graph neural networks (GNN5s) and a transformer-
based model to classify nodes in a PDG as vulner-
able or not. COSTA [6], on the other hand, adopts
a multi-view analysis approach, representing each
statement by multiple contextual views, includ-
ing operation, dependence, surrounding, and vul-
nerability type, to compute the vulnerable score.

Despite their technical sophistication, these ap-
proaches still exhibit limited practical effective-
ness in real-world settings [5, 6, 17].

These approaches mainly focus on feature en-
gineering or model engineering to enhance their
VL accuracy. However, as data-driven methods,
their effectiveness is heavily influenced by the
quality and characteristics of the underlying train-
ing data, which are often overlooked. In prac-
tice, real-world vulnerability datasets frequently
suffer from common quality issues such as la-
bel noise and class imbalance, both of which can
significantly degrade model performance. De-
spite their substantial impact, these data-centric
challenges have not been thoroughly addressed in
prior work, leaving a critical gap in enhancing the
robustness and reliability of VL systems.

In this work, we propose VL-REFINE, a novel
two-phase framework for VL that focuses on ad-
dressing the data-centric challenges of this prob-
lem. VL-REerINE consists of two main com-
ponents: a localization phase, which performs
initial vulnerability prediction, and a refinement
phase, which post-hoc refines these predictions
by verifying their consistency with local lexical
patterns. In the localization phase, a DL model
is trained to capture global patterns from the
training data to distinguish vulnerable from non-
vulnerable code statements. While such models
are capable of learning high-level semantic rep-
resentations, their predictions can be influenced
by the presence of noisy labels and the severe
class imbalance commonly found in vulnerabil-
ity datasets. As a result, the initial localization
results may be biased or unreliable.

To mitigate these limitations, VL-REFINE in-
troduces a refinement phase that performs selec-
tive post-hoc correction based on local consis-
tency cues. This module examines each predic-
tion in the context of lexically similar statements
and identifies inconsistencies between the pre-
dicted label and the consensus of its local neigh-
bors. Statements with strong evidence of contra-
diction are flagged for correction, while predic-
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tions with weak or ambiguous local evidence are
preserved. This selective correction mechanism
helps suppress false positives and recover missed
vulnerabilities without requiring model retrain-
ing. Furthermore, the refinement phase is model-
agnostic, computationally efficient, and modular
by design, making it easy to integrate into exist-
ing VL pipelines as a verification or enhancement
layer. By decoupling prediction and correction,
VL-RerFINE provides a robust and generalizable
solution for improving VL results.

To evaluate the performance of our approach,
we conduct extensive experiments on two popu-
lar vulnerability benchmarks, Big-VuL [18] and
CopelIT [19]. VL-REFINE is integrated into mul-
tiple state-of-the-art VL techniques to assess its
generalizability and impact. The experimen-
tal results show that VL-REFINE consistently en-
hances the performance of existing VL tech-
niques. Specifically, it can improve classification
accuracy by up to 46% and enable developers to
identify up to 43% more vulnerable statements
under the same inspection effort. These improve-
ments highlight VL-RerINE’s effectiveness in mit-
igating the negative impacts of label noise and
class imbalance, thereby improving the robust-
ness and reliability of VL in real-world scenarios.

In summary, the main contributions of this pa-
per are as follows:

e We propose VL-REFINE, a novel two-phase
framework for vulnerability localization that
explicitly addresses data-centric challenges
of this problem.

e We design a refinement component that is
modular, model-agnostic, and computation-
ally efficient, making it easy to integrate into
existing vulnerability localization pipelines
as a post-hoc enhancement layer.

e We conduct comprehensive experiments on
real-world vulnerability datasets to demon-
strate the effectiveness, generalizability, and
efficiency of VL-REerINE across multiple
state-of-the-art techniques.

2. Problem Formulation

2.1. Problem Formulation

LetC = {cy,...,c,} denote a set of code snip-
pets, where each snippet ¢;, 1 < i < n, is a se-
quence of code statements ¢; = {sy, ..., Sp,}. The
task of VL is to identify which statements s; € c;
are vulnerable. This task can be formalized as
learning a labeling function f that maps each
statement s; to a binary label y; € {0, 1}, where
y; = I indicates s; is vulnerable, and y; = 0 oth-
erwise. Formally,

fis;—=y;€{0,1)

The VL problem is typically framed as a su-
pervised learning task, where a training dataset
D = {(cr,yo} is provided. In this dataset,
¢k = {$1,..., Sy} is a code snippet and y; =
{y1,-.-,Ym,) 1s the corresponding sequence of
ground-truth vulnerability labels for each state-
ments in c;. The objective of the VL problem
is to learn f from the training data 9 such that
it can accurately predict vulnerability labels for
statements in unseen code snippets in C.

2.2. Data-Centric Challenges in Vulnerability
Localization Problem

Since the VL. model f is learned from 9, its
effectiveness is highly dependent on the quality
of that data. However, in practice, vulnerability
datasets are often imperfect and commonly suffer
from data quality issues, most notably, class im-
balance 20, 21] and label noise [22-24]. These
challenges can significantly hinder the perfor-
mance and reliability of VL models.

Class imbalance: In real-world software
projects, vulnerable functions/statements are far
fewer than non-vulnerable ones, leading to an ex-
tremely imbalanced class distribution. For exam-
ple, the ratios of vulnerable and non-vulnerable
functions in Reveal [5] and Bic-VuL [18] datasets
are approximately 1:10 and 1:16, respectively.
This imbalance becomes even more severe at the
statement level. In Big-Vur, only 0.88% of all
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statements are labeled as vulnerable [8, 18]. Such
a severe imbalance could bias ML/DL models to-
ward the majority class (i.e., non-vulnerable), re-
sulting in high overall accuracy but low recall for
the minority class (i.e., vulnerable). This is par-
ticularly problematic in security-critical applica-
tions, where failing to detect vulnerabilities can
lead to potential exploitation risks.

Label noise: Vulnerability labels are often
derived using automated techniques, such as min-
ing version control diffs, analyzing commit mes-
sages, or leveraging static analysis tools [5, 18,
25]. While these processes are scalable and effi-
cient, they are error-prone. They can produce in-
correct labels due to incomplete/ambiguous com-
mit messages, unrelated code changes [5], or false
positives/negatives from static analyzers [12, 13].
Such noisy labels can mislead the learning pro-
cess, causing models to learn spurious patterns
and make wrong predictions.

Therefore, addressing these data-centric chal-
lenges is crucial for building more effective and
trustworthy VL systems.

3. VL-RerFINE: Vulnerability Localization and
Local Post-hoc Refinement

3.1. Approach Overview

The overall workflow of VL-REFINE is illus-
trated in Figure 1. VL-REFINE operates in two
main phases: localization and refinement. Given
a code snippet ¢ as input, the localization phase
predicts an initial vulnerable label for each state-
ment in ¢. The refinement phase then evaluates
these predictions by verifying their consistency
with local lexical patterns and selectively correct-
ing them when necessary. The final output of VL-
REFINE is label vector y, where each element cor-
responds to the predicted vulnerability label of a
statement in c.

3.2. Localization Phase

The localization phase is responsible for per-
forming the initial vulnerability prediction at the

statement level. This process typically involves
training an ML/DL model on labeled data to
learn global patterns that distinguish vulnerable
statements from non-vulnerable ones. A variety
of VL approaches have been proposed in prior
work [6-8, 16], including GNNs, multi-view rep-
resentation learning, or transformer-based mod-
els. While these methods differ in architectures
and representation techniques, they all aim to cap-
ture both syntactic and semantic features of code
to support accurate predictions.

To ensure broad applicability, VL-REFINE is
designed to be model-agnostic, allowing any off-
the-shelf VL method to be seamlessly incorpo-
rated as its localization module. Specifically,
any approach that takes a code snippet ¢ =
{s1,...,sm} as input and produces vulnerability
label predictions, § = {¥1, ..., Vi), for each state-
ment in ¢, can be integrated into VL-RErINE. This
flexibility ensures that VL-REFINE can be easily
integrated with a wide range of state-of-the-art
approaches, enabling users to benefit from the ro-
bustness of the refinement phase without altering
their existing models or training pipelines.

3.3. Refinement Phase

Given a code snippet ¢ and its initial vulner-
ability predictions ¥, the refinement phase aims
to selectively correct unreliable predictions in §.
Such unreliability could arise from data quality
issues, such as class imbalance and label noise,
that can bias the learning process of the VL
model. To address this, we introduce a post-hoc
refinement phase that verifies and adjusts initial
predictions by assessing local consistency among
code statements. Unlike the localization phase,
which captures global semantic patterns using
DL/ML algorithms, this phase focuses on local
lexical patterns, enabling it to identify more ex-
plicit and reliable signals for correction.

Our key intuition is that highly vulnerable (or
highly safe) statements often share similar lexical
structures. For example, vulnerable statements
often involve the use of dangerous or deprecated
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Figure 1. Approach overview.

API calls [26], while safe statements commonly
include defensive programming constructs (e.g.,
input validation, bounds checking). By exploit-
ing such lexical cues, the refinement phase can act
as a lightweight validator that either confirms or
revises the initial predictions made by the earlier
stage. The refinement phase in VL-REFINE con-
tains three main steps: statement representation,
local verification, and selective correction.

Statement representation. Each statement
s; is first transformed into a vector representation
v; € R using Term Frequency—Inverse Docu-
ment Frequency (TF-IDF). Unlike semantic em-
beddings derived from pre-trained models (e.g.,
CodeBERT [27]), TF-IDF emphasizes surface-
level lexical features, such as identifiers, opera-
tors, and control flow tokens. These features are
particularly effective for identifying explicit pat-
terns associated with vulnerability (i.e., the use of
insecure APIs) or safety (e.g., input validation),
making TF-IDF a suitable choice for this phase.
To prevent data leakage, the TF-IDF vectorizer is
fitted exclusively on the training data. The vocab-
ulary and IDF statistics are computed using only
the training set and then applied to transform both
training and testing instances.

Local verification. To assess the reliability
of each prediction, we compute a refined vul-
nerability score that quantifies the degree of lo-
cal agreement between s; and its similar labeled
statements in the training set. This score reflects

how closely s; aligns with known vulnerable or
safe patterns. A high score suggests that s; re-
sembles vulnerable statements, while a low score
indicates stronger similarity to safe ones.

To compute the refined vulnerability score for
each statement s;, we retrieve its k nearest neigh-
bors using the K-NN algorithm in the TF-IDF
feature space. Let N = {(s7,)), ..., (s}, y)} de-
note the top-k neighbors of s;, where y;. € {0, 1}
is the ground-truth label of the neighbor state-
ment s;.. Note that, N contains only statements
in the training set where the ground-truth labels
are available. The refined vulnerability score for
s; is computed as the similarity-weighted average
of its neighbors’ labels [28, 29]:

Zl;zl sim(s;, s’l.) -y;.
scorej = —— p (D)
ijl sim(s;, sj) +€

where sim(s;, s;.) measures the similarity of s;
and s;. and € is a smoothing value to prevent divi-
sion by zero, € = le—12. In this work, we employ
the popular cosine similarity [30] to measure the
similarity of s; and s}.

V-V,

! 2)

sim(s;, §") = ———
7 Al IVl

The resulting score score; € [0, 1] serves as

a local confidence that s; is vulnerable or safe.
This is then used to determine whether to retain
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or revise the original prediction y; of s;, which
was produced by the localization phase.

Selective correction. VL-RErINE selectively
refines the label for s; only if there is strong local
evidence suggesting a contradiction with the ini-
tial prediction y;. Specifically, we define two con-
fidence thresholds: 6, for confirming that a state-
ment is vulnerable, and 6 for confirming that it
is safe. Based on the refined vulnerability score
score;, the final label y; is determined as:

1 if score; > 6,,

yi =40 if score; > 0O, 3)

;i otherwise

This selective correction mechanism ensures
that labels are modified only when there is clear
and consistent local support. For ambiguous or
borderline cases (i.e., 8; < score; < 6,), the ini-
tial prediction is preserved. The thresholds 6, and
O can be adjusted to balance precision and re-
call under different different application require-
ments. The impacts of these thresholds are em-

pirically evaluated in Sec. 5.2.2 and Sec. 5.2.3.

3.4. Rationale for Using TF-IDF and K-NN in
the Refinement Phase

The refinement phase in VL-REFINE leverages
K-NN over TF-IDF representation to validate the
reliability of initial vulnerability predictions by
examining local consistency of each statement.
While K-NN may not be as powerful as sophis-
ticated DL models used in the localization phase,
it offers distinct advantages of robustness to both
class imbalance and label noise that make it par-
ticularly suitable for the refinement phase.

First, TF-IDF provides a lightweight yet ef-
fective representation for capturing recurring lex-
ical patterns associated with vulnerability and
safety. Unlike deep semantic embeddings, TF-
IDF emphasizes surface-level features such as
identifiers, operators, and control-flow tokens,
which often encode explicit signals of vulnera-
ble behavior (e.g., usage of unsafe APIs or miss-
ing validation checks). While TF-IDF alone may

not capture subtle logic-based vulnerabilities, it is
well-suited for identifying locally consistent pat-
terns among similar statements. This property
is particularly valuable in the refinement phase,
where the objective is not to relearn semantic rep-
resentations, but to validate the predictions pro-
duced by the localization phase through a com-
plementary lexical perspective.

Second, K-NN is often more robust to class
imbalance. DL models typically optimize a loss
function over the entire training dataset, which
can lead to a bias toward the majority class. In
contrast, K-NN is a non-parametric method that
does not require global parameter learning. It
makes decisions based solely on local distribu-
tions. This locality allows K-NN to be less af-
fected by imbalanced class distributions, enabling
it to better recognize rare vulnerable patterns, es-
pecially when they form tight clusters.

Third, K-NN is inherently more resilient to la-
bel noise. While DL models can propagate the
influence of noisy labels throughout the network
during training, K-NN performs instance-based
inference using only a small subset of nearby
samples. As a result, noisy labels affect predic-
tions only when they are present among the top
neighbors of a given instance, limiting the poten-
tial for error propagation. This makes K-NN a
suitable choice in noisy labeling environments.

Furthermore, VL-RErINE is designed as a
two-phase framework consisting of localization
and refinement. The localization phase captures
global semantic patterns using powerful DL mod-
els, while the refinement phase focuses on local
lexical patterns through TF-IDF and K-NN. To-
gether, they complement each other and enhance
the robustness and reliability of VL even in the
presence of class imbalance and label noise.

4. Experimental Methodology

For evaluation, we seek to answer the follow-
ing research questions:
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e RQ1. Performance Analysis: How ef-
fective VL-REeFINE in improving the perfor-
mance of existing VL approaches?

e RQ2: Parameter Analysis: How do differ-
ent parameters of VL-REFINE contribute to
its overall results?

e RQ3. Training Size Analysis: How do
different training data sizes impact VL-
REFINE’S performance?

4.1. Dataset

We evaluate our approach on two popular
benchmarks BiG-VuL [18] and CopelIT [19], both
of which are widely used in vulnerability detec-
tion and localization research [6-8, 16-19, 31].
Specifically, Bic-VuL contains labeled vulnera-
ble and non-vulnerable functions, while CopgJIT
consists of vulnerable and non-vulnerable code
commits. In both datasets, vulnerability labels are
also available at the statement level.

To prepare the data for VL, we apply a stan-
dardized preprocessing and cleaning pipeline to
each vulnerable function or commit, following
the procedures established in prior work [6, 7].
First, we normalize the statement granularity to
ensure alignment with the statement-level VL
task. Since a single code statement may span
multiple lines or a single line may contain multi-
ple statements, we normalize the format by repre-
senting each code statement in a single line. This
normalization ensures a uniform analysis unit
across all datasets and VL techniques. Second,
we remove trivial statements that do not carry
meaningful semantics or vulnerability-related in-
formation, such as lines containing only structural
tokens, e.g., “{” or “}”.

Finally, to ensure consistency and fair com-
parison with prior work, we adopt the same train-
ing and testing splits as in LiNeVuL [8] for Bic-
VuL and follow the original cross-project splits
for CopelJIT [19]. Specifically, for Bic-VuL,
methods are randomly partitioned into training
and testing sets with an approximate ratio of 8:1.

For CopelJIT, we apply a project-level split, where
the whole set of projects is divided into training
and testing subsets using the same 8:1 ratio; all
commits belonging to the selected projects are as-
signed to the corresponding splits.

Table 1 shows the overview of the numbers
of vulnerable (#Vul. stmts) and non-vulnerable
statements (#Non-vul. stmts) after preprocessing
and cleaning in each set.

Table 1. Dataset overview

#Vul. | #Non-vul.
Total
stmts stmts
By, | Training | 12383 | 67,619 | 80,002
Testing 1,414 8,215 9,629
Training | 34,645 864,075 | 898,720
CooelIT | rocing | 5276 | 211,755 | 217,031

4.2. Experimental Procedure

RQ1. Performance Analysis: To evalu-
ate the effectiveness and generalizability of VL-
RerFINE, we conduct a series of controlled exper-
iments by integrating the refinement phase into
a variety of state-of-the-art VL methods. These
methods cover both VL in function-level and
commit-level, enabling a comprehensive evalua-
tion of VL-REFINE across different granularities.

For localizing vulnerable statements within
individual functions, we incorporate VL-REFINE
into the following VL baselines:

o LIneVD [7]: This approach formulates
statement-level VL as a node classification
task on PDGs. It extracts features from both
the graph structure and source code, which
are then encoded using a GNN combined
with a transformer model to estimate the vul-
nerability likelihood of each statement.

e VELVET [16]: VELVET combines graph-
based and sequence-based neural networks
to capture rich contextual dependencies, and
uses them to predict vulnerable lines.
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e COSTA [6]: This method represents each
statement using multiple contextual views,
such as operation, surrounding context, and
control/data dependencies. These views are
encoded using Word2Vec and processed by
BiLSTM networks to learn semantic repre-
sentations for vulnerability prediction.

e LLM-based VL [32]: We also include a
Large Language Model (LLM)-based base-
line that performs zero-shot vulnerability
prediction. In this setting, we query the
model (i.e., GPT-4.1-nano via the OpenAl
API) to determine whether a code statement
is vulnerable. Each statement is evaluated
independently using a standardized prompt
of the form: “Given the following code
statement, determine whether it is vulnera-
ble. Answer with ‘Yes’ or ‘No’ and briefly
explain.” followed by the input statement.
To ensure deterministic and consistent be-
havior, we use a decoding configuration with
temperature set to 0 and top-p set to 1.0,
and limit the maximum output length to 256
tokens. The model outputs are then post-
processed by mapping “Yes” to the vulnera-
ble label and “No” to the non-vulnerable la-
bel; in ambiguous cases, we default to non-
vulnerable. All queries are executed with
a single run per instance without additional
context or few-shot examples to ensure a fair
zero-shot comparison.

For commit-level VL, where the goal is to
identify vulnerable statements introduced in a
code change, we integrate VL-RErFINE with the
following techniques:

o JITFNe [33]: JITFINe employs Code-
BERT [27] to embed both changed code
and commit message. These embeddings
are combined with expert features to detect
buggy commits. Statement-level localiza-
tion is achieved by interpreting the attention
weights over tokens.

e JITLINE [34]: This tool also combines
changed code and expert features for
commit-level classification. It then employs
LIME [35], a local explainability method, to
attribute prediction outcomes to individual
statements for fine-grained localization.

o JIT-DIL [36]: This two-phase framework
uses expert-engineered features to detect
vulnerable commits and then applies a statis-
tical language model (n-gram) to rank state-
ments by their likelihood to be vulnerable.

e Jury [17]: JuLy models code changes using
Code Transformation Graphs (CTGs) and
applies GNNs to classify whether the com-
mits are vulnerable. For statement-level lo-
calization, it encodes each statement using a
combination of operation, context, and topic
features to measure vulnerability score.

e LLM-based VL [32]: Similar to the
function-level setting, we evaluate an LLM-
based baseline (GPT-4.1-nano) on commit-
level localization by prompting it to assess
whether each changed statement introduced
by a commit is potentially vulnerable.

RQ2. Parameter Analysis: We study how
VL-REFINE’S parameters contribute to its overall
performance. In this experiment, we create differ-
ent variants of VL-REFINE by systematically vary-
ing key parameters in the refinement phase, in-
cluding the number of nearest neighbors k, the
vulnerability confirmation threshold 6,, and the
safety confirmation threshold 6;. This analysis
provides insight into the influence of each param-
eter and helps identify optimal configurations.

RQ3. Training Size Analysis: We examine
how training data size influences the performance
of VL-RerNE. This analysis aims to assess the
robustness of VL-REFINE under varying training
data conditions and identify scenarios where its
performance may degrade.
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4.3. Evaluation Metrics

The VL task can be formulated as a binary
classification problem. Given a predicted vulner-
ability score for a statement, if the score is greater
than a threshold 6 (i.e., with 6 = 0.5 by default),
the statement is classified as vulnerable (label 1);
otherwise, it is non-vulnerable (label 0). To eval-
uate classification performance, we adopt stan-
dard metrics [37], Accuracy, Fl-score. In this
formulation, each statement is treated as an inde-
pendent classification instance. We then compute
metrics by comparing predicted and ground-truth
labels across all statements in the testing set.

In addition, VL inherently involves ranking
statements within a vulnerable code snippet based
on their predicted scores. Ideally, truly vul-
nerable statements should receive higher scores
and appear earlier in the ranking. Therefore,
we also evaluate the performance of the VL ap-
proaches using ranking-based metrics:Top-k Ac-
curacy (Top-k Acc), Mean Reciprocal Rank
(MRR), and Recall@X%Effort (R @ XEf).

Top-k Acc measures whether vulnerable
statements in a given code snippet appear within
the top-k ranked statements. For a code snippet
¢i, topk(c;) = 1 if at least one vulnerable state-
ment of ¢; is ranked in top-k positions, otherwise
topk(c;) = 0. For a dataset of n code snippets,
Top-k Acc is measured as:

1 n
TopK_Acc = — Z topk(c;).
n
i=1

Following prior work [33, 34, 36, 38], we report
results for k = [3,5].

MRR measures how deep one must search to
find the first correctly localized vulnerable state-
ment. For a code snippet ¢;, let rank., be the rank
of its first correctly localized vulnerable state-
ment, then MRR is measured as:

I 1
MRR = — .
n ; rank,

R@XESf measures the proportion of vulner-
able statements that can be correctly identified

within the allowed inspection effort, i.e., the top
X% of examined statements in a code snippet. In
this work, we applied the same procedure in ex-
isting work [17, 33], considering X = 20% state-
ments of a given code snippet, i.e., R@20Ef.

5. Experimental Results

5.1. Performance Analysis

Table 2 shows the performance of VL-REFINE
when integrated with different off-the-shelf VL
approaches across two settings: commit-level and
function-level code snippets. Overall, VL-REFINE
consistently improves the performance of all stud-
ied VL techniques in both evaluation settings.

In the commit-level scenario, VL-REFINE
achieves an average improvement of 46% in clas-
sification accuracy. Especially, when integrated
to JIT-DIL, VL-ReFINE significantly increases its
accuracy from 0.31 to 0.96, and boosts the F1-
Score by 275%. In the function-level setting,
VL-RErINE achieves an average classification ac-
curacy improvement of 41%. The most substan-
tial relative gain is observed with LINEVD, where
accuracy increases 147%, from 0.32 to 0.79.

Beyond improving overall classification per-
formance, VL-REFINE also enhances the prioriti-
zation of vulnerable statements, enabling devel-
opers to locate vulnerabilities earlier in the ranked
list. VL-RErINE improves Top-3 Acc by an av-
erage of 16% across both settings. Moreover,
when reviewing the same fixed percentage of
statements, VL-REFINE significantly increases the
number of discovered vulnerabilities. For exam-
ple, inspecting 20% of the statements in a com-
mit, JIT-DIL alone identifies 21% of the true vul-
nerabilities. With VL-RErINE ’s refinement, this
number nearly doubles to 40%. On average, VL-
REFINE enables developers to uncover 43% more
vulnerabilities in commits and 33% more in func-
tions under the same investigation effort.

The improvement margin varies across ap-
proaches. For example, VL-REFINE improves the
F1-score of COSTA by only 2%, while it yields a
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Table 2. Vulnerability localization performance

ettin, technique ccurac -3COore op- cc op- CcC
| Setting | VL techniq | A y FI1-S Top-3 Acc  Top-5Acc MRR R@20Ef |
| | Juwy | 0.72 0.06 0.37 045 029 038 |
| | Jury + VL-REFINE | 0.81 0.07 0.35 044 029 0.38 |
JITLINE 0.96 0.09 0.28 038 025 0.29
JITLINE + VL-REFINE 0.98 0.08 0.32 042 0.29 0.36
Commit-level
JITFINE 0.98 0.00 0.30 037 027 0.28
JITFINE + VL-RERNE 0.98 0.04 0.35 041 0.30 0.38
JIT-DIL 0.31 0.04 0.31 039 027 0.21
JIT-DIL + VL-REFINE 0.96 0.15 0.49 054 042 0.40
LLM 0.89 0.05 0.37 045 033 0.32
LLM + VL-REFINE 0.93 0.05 0.36 043 032 0.36
VELVET 0.87 031 0.72 083  0.63 041
VELVET + VL-REFINE 0.87 0.34 0.75 082  0.66 0.45
| | COSTA | 0.80 0.51 0.81 0.88 0.73 0.53 |
| Function-level | cOSTA + VL-Rermve | 0.82 0.52 0.80 087 073 0.53 |
| | LneVD | 0.32 0.25 0.53 067 047 0.22 |
| | LNeVD + VL-RerNe | 0.79 0.37 0.71 083  0.63 0.43 |
| | LLM | 0.77 0.16 0.60 075  0.50 025 |
| | LLM + VL-Rerne | 0.87 0.26 0.73 0.82  0.64 0.42 |

substantial 113% improvement for the LLM. Im-
portantly, across all VL approaches and evalua-
tion settings, VL-REFINE does not degrade the per-
formance of any baseline approaches. This high-
lights that VL-REFINE is a safe refinement module
that can be applied to any existing VL system to
improve its accuracy and ranking effectiveness.

In practice, the distribution of vulnerable and
non-vulnerable statements is highly imbalanced.
Particularly, the ratios of vulnerable to non-
vulnerable statements in Big-VuL and CopelJIT
are approximately 1:6 and 1:40, respectively. Un-
der such extreme class imbalance, VL approaches
are prone to bias toward the majority class. For
example, due to the overwhelming dominance of
non-vulnerable statements in CopeJIT, JITFINE
predicts almost all statements as non-vulnerable,
resulting in a very high accuracy (0.98). How-
ever, this behavior almost entirely suppresses mi-

nority class predictions, leading to an F1-score of
0, as virtually no vulnerable statements are cor-
rectly identified.

By contrast, approaches such as LiNeVD
and JIT-DIL exhibit the opposite bias. These
approaches represent the statements within the
same function using highly similar contextual
features, which allows vulnerability-related sig-
nals to propagate across statements. As a re-
sult, they tend to classify a large proportion of
statements as vulnerable. Although this behavior
yields high recall (0.77 for LINeVD and 0.72 for
JIT-DIL), it also results in substantially lower pre-
cision. These results indicate a substantial num-
ber of false positives, which can significantly in-
crease manual inspection effort and reduce the
practical usefulness of the localization results.

VL-RErINE mitigates these extremes by re-
fining the predicted labels of both vulnerable
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v ..drivers/net/ethernet/hisilicon/hns/hns_d (& -3 #11

Q@@ -781,7 +781,7 @@ static void hns_xgmac_get_strings(u32 stringset, u8 xdata)

781 781 */
782 782 static int hns_xgmac_get_sset_count(int stringset)
783 783 {
784 - if (stringset == ETH_SS_STATS)

784 + if (stringset == ETH_SS_STATS || stringset == ETH_SS_PRIV_FLAGS)
785 785 return ARRAY_SIZE(g_xgmac_stats_string);
786 786
787 787 return o;

Figure 2. vulnerability CVE-2017-18222 in Linux
Kernel.

and non-vulnerable statements with high con-
fidence, rather than favoring a single class.
Specifically, VL-RErFNE retains the high accu-
racy of models like JITFINE by preserving correct
majority-class predictions, while selectively cor-
recting confidently misclassified vulnerable state-
ments, thereby improving minority-class detec-
tion. Simultaneously, when applied to models
that over-predict vulnerabilities, VL-REFINE re-
duces false positives by reclassifying confidently
non-vulnerable statements. This balanced refine-
ment enables VL-REFINE to achieve a more favor-
able trade-off between precision and recall, lead-
ing to substantial improvements in both F1-score
and overall accuracy.

These improvements stem from VL-REFINE’s
design, which explicitly exploits local relation-
ships among statements to guide refinement,
making it more robust to severe class imbalance.
Moreover, VL-REFINE performs selective correc-
tion by updating labels only when the refinement
confidence is sufficiently high. This strategy al-
lows VL-REFINE to retain the strengths of DL
models employed in the localization phase while
effectively enhancing prediction quality during
the refinement phase.

Figure 2 illustrates the vulnerability CVE-
2017-18222 in the Linux Kernel. In ker-
nel version prior to 4.12, the Hisilicon Net-
work Subsystem fails to properly handle the
case of ETH_SS_PRIV_FLAGS when retrieving
data in function hns_xgmac_get_sset_count.
This missing check results in an incompat-
ibility between hns_xgmac_get_sset_count

and ethtool_get_strings, which can be ex-
ploited to trigger a DoS attack via buffer over-
flow and memory corruption, or potentially
lead to other undefined behaviors. The is-
sue is resolved in the patched version by ex-
plicitly checking ETH_SS_PRIV_FLAGS at line
784, as shown in Figure 2.  Accordingly,
in the pre-patch version, the vulnerable state-
ment in hns_xgmac_get_sset_count corre-
sponds to the conditional statement at line 784,
if (stringset == ETH_SS_STATS).

For this vulnerability, LINEVD initially classi-
fies all four statements in this function as vulnera-
ble, i.e., the predicted vulnerability probability of
each statement is all greater than 0.5. When the
statements are ranked by these probabilities, the
two non-vulnerable statements at lines 782 and
787, which have the highest predicted scores, are
ranked first and second, while the truly vulnerable
statement at line 784 is only ranked third. After
applying VL-REFINE to refine the predictions, VL-
REFINE correctly filters out two non-vulnerable
statements, substantially improving localization
accuracy. Notably, VL-RErINE successfully sup-
presses a non-vulnerable statement that originally
had a higher predicted probability than the true
vulnerable statement. As a result, the actual vul-
nerable statement is promoted to the second po-
sition in the ranking, and the prediction accuracy
for this function increases from 0.25 to 0.75.

Furthermore, to assess the robustness of the
observed improvements, we perform statistical
significance analysis across multiple experimen-
tal runs. Specifically, each experiment is repeated
with different random seeds and the average per-
formance is reported. We then apply the paired
Wilcoxon signed-rank test to compare the perfor-
mance of VL approaches with and without inte-
grating VL-RErINE. We compute 95% bootstrap
confidence intervals for key metrics, including
Accuracy and F1-score. The results indicate that
integrating VL-REFINE yields statistically signif-
icant improvements (p-value < 0.05) across all
evaluated approaches, demonstrating that the ob-



XX T. T. Nguyen et al. /| VNU Journal of Science: Com. Science & Com. Eng., Vol. 42, No.xx (2026) xx—xx

A LinevD m LineVD + VL-Refine

LLM @ LLM + VL-Refine

04

0.3

F1-Score

Figure 3. Impact of the number of nearest neighbors.

served gains are consistent and unlikely to be at-
tributed to random variation.

Answer to RQ1: VL-RErNE consistently
improves the performance of existing VL
techniques. It can increase vulnerable state-
ment classification accuracy by up to 46%.
Moreover, VL-REFINE significantly improves
the prioritization of vulnerable statements.
Under the same investigation effort, it en-
ables developers to discover up to 43% more
vulnerabilities.

5.2. Parameter Analysis

5.2.1. Impact of the Number of Nearest Neigh-
bors

Figure 3 illustrates how the number of nearest
neighbors (k in the K-NN algorithm) used in the
local verification step affects VL-REFINE s perfor-
mance. In general, increasing k tends to degrade
the VL-REFINEs effectiveness. For instance, when
integrated with LLM, VL-RErINE obtains a F1-
Score of 0.35 at k = 3, which drops significantly
to 0.19 at k = 31. A similar trend is observed
when using VL-RerNE with LINEVD, where the
F1-Score decreases from 0.38 to 0.36 as k in-
creases from 3 to 31.

This performance degradation can be at-
tributed to the inclusion of more distant and po-
tentially dissimilar neighbors when k becomes
larger. These less relevant neighbors introduce
noise into the verification process, making it more

®m Precision @ Uncertainty Ratio

0.9 1.00

08 /‘ 0.95
s
% 07 0.90 %
3 &
o

0.6 0.85

0.5 0.80

0.5 0.6 0.7 0.8 0.9

Threshold

Figure 4. Impact of the vulnerability confirmation
threshold 6,.

difficult to reliably determine whether a given
statement s is vulnerable or not. As a result,
the accuracy of the local verification step is com-
promised, negatively affecting the overall perfor-
mance of VL-REFINE.

Furthermore, when k is set to an extremely
large value, the verification step may rely on an
overly broad and uninformative set of neighbors.
This not only undermines the refinement process
but can also deteriorate the original predictions
from the localization phase. For example, LLM
alone yields an F1-Score of 0.16, but when com-
bined with VL-REFINE using £k = 501, the score
drops to 0.11. These findings suggest that k
should be kept small to ensure that local verifi-
cation remains focused and effective.

5.2.2. Impact of the Vulnerability Confirmation
Threshold

Figure 4 shows the impact of the vulnerability
confirmation threshold 6, on VL-REFINE’s perfor-
mance. This threshold, used in Eq. 3, determines
whether a code statement is confidently classified
as vulnerable based on its refined vulnerability
score. In this experiment, we evaluate the preci-
sion of the vulnerable set, i.e., the subset of state-
ments whose refined scores exceed 6, and are thus
confidently labeled as vulnerable. All remaining
statements are considered uncertain, as they lack
sufficient local evidence for a reliable prediction.
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Figure 5. Impact of the safety confirmation
threshold 6;.

As seen, increasing 6, improves the precision
of the vulnerable set, but also leads to a larger
proportion of uncertain statements. A higher
threshold enforces a stricter criterion in the local
verification step, allowing only statements with
very strong supporting evidence to be classified
as vulnerable. This leads to a more reliable iden-
tified vulnerable set, i.e, higher precision. How-
ever, the stricter condition also reduces the num-
ber of statements that meet the requirement, re-
sulting in more statements being left unresolved,
i.e., a higher uncertainty ratio.

For example, the precision of the vulnerable
set is relatively increased 31%, from 0.65 to 0.85,
when increasing 6, from 0.5 to 0.9. At the same
time, the proportion of statements classified as
uncertain also increases by 6%. Therefore, 6,
should be carefully chosen to strike a balance,
maintaining high precision while ensuring suf-
ficient coverage of vulnerable statements. This
trade-off allows VL-REFINE to effectively correct
unreliable predictions without leaving too many
statements unresolved.

5.2.3. Impact of the Safety Confirmation Thresh-
old
Figure 5 shows the impact of the safety
confirmation threshold 6; on VL-REFINE perfor-
mance. This threshold, used in Eq. 3, determines
whether a code statement can be confidently clas-

sified as safe (i.e., non-vulnerable) based on its
refined score. Similar to the previous experiment,
we evaluate the precision of the safety set, i.e.,
the subset of statements with refined scores be-
low 6, that are confidently labeled as safe. State-
ments that do not meet this criterion are marked
as uncertain, reflecting insufficient local evidence
to support a reliable classification.

Overall, increasing 6, slightly reduces the
precision of the identified safe statements but sig-
nificantly decreases the proportion of uncertain
statements. For example, raising 6, from 0.05 to
0.3 results in only a 5% drop in precision. Mean-
while, the proportion of unresolved statements
sharply decreases by 4.5 times, from 62% to 14%.

A relatively small uncertain set suggests that
a large number of statements are classified as
safe based on the refined scores, leaving only a
few statements to be annotated by the localiza-
tion phase. However, this can increase the risk
of misclassifying truly vulnerable statements as
safe. For instance, at §; = 0.3, the uncertain ratio
is only 14%, which is even lower than the actual
vulnerable ratio of the dataset (11%). This im-
plies that some truly vulnerable statements may
have been prematurely marked as safe due to the
overly permissive threshold. Therefore, 6, should
be carefully calibrated to strike a balance between
confident filtering and preserving true positives.

Answer to RQ2: The findings reveal that
each parameter plays a critical role in bal-
ancing refinement accuracy, precision, and
coverage. A larger number of neighbors
(k) tends to introduce dissimilar and noisy
neighbors, which can reduce the reliability
of local verification. In addition, both 6,
and 6, should be carefully tuned to strike a
balance between precision and coverage in
identifying confidently vulnerable and safe
statements.

5.3. Training Size Analysis
Figure 6 shows that VL-RErINE’s perfor-
mance consistently improves with increasing
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Figure 6. Impact of training data size.

training data size. For instance, with 10K train-
ing statements, VL-REFINE achieves an F1-Score
of 0.23, which rises by 65% to 0.38 when trained
with 80K statements. This trend is expected, as
a larger training set provides more diverse and
representative examples for local verification, en-
abling more accurate vulnerability assessments.
These results highlight that VL-REeFINE benefits
substantially from larger training sets. Increasing
data size enhances both prediction quality and re-
finement robustness, underscoring the importance
of high-coverage training data in VL.

Answer to RQ3: The performance of VL-
REFINE is influenced by the size of the train-
ing data. A larger training set leads to more
accurate and robust VL performance.

5.4. Threats to Validity

One threat to validity lies in the choice of
evaluation metrics. To mitigate this threat, we
follow prior work [6, 7, 16, 17] by formulating
the VL problem as a binary classification task and
adopting standard classification metrics such as
Accuracy and F1-Score. In addition, we incor-
porate ranking-based metrics to assess how effec-
tively vulnerable statements are prioritized, pro-
viding a more comprehensive evaluation.

One potential threat concerns the reliance of
the refinement phase on local evidence. VL-
REeFINE assumes that similar statements exhibit

consistent labels; however, when evidence is
weak, sparse, or ambiguous, the local neigh-
borhood may not provide sufficient consensus
for reliable correction. In such scenarios, VL-
RerFINE adopts a conservative strategy and pre-
serves the original prediction, preventing erro-
neous corrections but limiting its ability to fix
systematic errors. To mitigate this threat, we
position VL-REFINE as a complementary module
that applies refinement only when strong local
evidence is available. As future work, incorpo-
rating richer structural and semantic representa-
tions (e.g., data-flow, control-flow, or learned em-
beddings) may improve its effectiveness in these
challenging cases.

Another potential threat is related to evalua-
tion benchmarks, which are primarily limited to
C/C++ code. While VL-REFINE is designed to be
independent of programming language-specific
properties, we acknowledge that empirical vali-
dation on different programming languages and
environments is necessary to fully confirm its
generalization. To mitigate this threat, we em-
ploy the widely-used datasets from existing stud-
ies [6-8, 16, 17, 19, 39], ensuring consistency and
comparability with prior work. Furthermore, we
evaluate our approach across both function-level
and commit-level settings to enhance the robust-
ness and generalizability of our findings. As fu-
ture work, we plan to extend our evaluation to
other programming languages and different envi-
ronments to further validate the broader applica-
bility of our method.

6. Related Work

Vulnerability Detection. Various DL-based
methods have been proposed for software vul-
nerability detection at different levels of gran-
ularity, including components, files, and func-
tions [1, 7, 8, 14, 16, 26, 40-42]. These ap-
proaches can be broadly categorized into two
groups based on how source code is represented:
token-based and graph-based models.
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Token-based models. Inspired by natural lan-
guage processing, token-based approaches treat
source code as sequences of lexical tokens [1,
14, 26]. For instance, Russell et al. [14] pro-
posed a function-level approach that encodes en-
tire functions using Convolutional Neural Net-
works (CNNs) and Recurrent Neural Networks
(RNNs). Then, they used a Random Forest clas-
sifier to classify the functions as vulnerable or
not. However, not every line in the code is
equally important for vulnerability detection. To
mitigate the influence of irrelevant statements,
VulDeePecker [26] and SySeVR [1] extract code
slices and encode them using Bidirectional Long
Short-Term Memory Networks (BiLSTM). At
the commit-level, JITFINE [33] employs Code-
BERT [43] to encode semantic embeddings of
code changes for vulnerability prediction.

Graph-based models.  Graph-based tech-
niques model programs as structural representa-
tions [16, 39, 41, 42] such as Abstract Syntax
Trees (AST), Control Flow Graphs (CFG), and
Code Property Graphs (CPG). For example, De-
vign [15] parses functions into CPGs and ap-
plies convolutional and dense neural layers to
learn graph-level features for classification. Sim-
ilarly, Chakraborty et al.  [5] leverage CPGs
for function-level vulnerability detection by em-
bedding these graphs into latent representations.
At finer granularity, I[VDetect [39] detects vul-
nerabilities at the subgraph level. For commit-
level, CodeJIT [19] introduces CTGs to repre-
sent code changes, and applies GNNSs to capture
vulnerability-relevant patterns.

Despite their promising results, most of
these approaches produce coarse-grained detec-
tion. Even when they correctly identify a vulner-
able function, developers must still spend signifi-
cant effort manually inspecting the code to figure
out the exact vulnerable statements. To comple-
ment these approaches, VL-REFINE focuses on the
fine-grained VL, aiming to identify the specific
vulnerable statements within a code snippet.

Vulnerability Localization. Multiple stud-

ies have tackled the problem of identifying soft-
ware vulnerabilities at the statement level [7, 8,
16, 33, 34, 36, 38, 44]. For example, LINeVD [7],
VELVET [8], COSTA [6] are state-of-the-art
release-time approaches that perform VL within
a function-level code snippet. Meanwhile, JIT-
Line [34], JIT-DIL [36], JuLy [17] are just-in-time
(JIT) methods that focus on localizing vulnera-
ble statements within code changes. i.e., at the
commit-level.

VL is commonly formulated as a binary
classification task, where each statement is
treated as an independent instance to be classi-
fied as either vulnerable or not. For example,
LweVD [7], COSTA [6], and Jury [17] repre-
sent each statement along with its context, and ap-
ply neural models for classification. Specifically,
LiNeVD [7] leverages CodeBERT [27] to encode
statements along with their control/data depen-
dent code statements. To enrich statement repre-
sentations, COSTA [6] and JuLy [17] encode each
statements by multiple contextual views such as
operation, dependence, and type. After feature
extraction, a neural model is trained to predict the
vulnerability label for each statement.

Moreover, interpreting the detection results
to identify important features can also aid in
localizing vulnerable statements. For example,
JITLwe [34] and IVDetect [39] first apply a
vulnerability detection model to detect vulner-
able functions. Then, JITLNE [34] employs
Lime [35], while IVDetect [39] leverages GN-
NExplainer [45], to explain the models’ predic-
tions to pinpoint the most likely vulnerable state-
ments within the detected vulnerable functions.

Rather than proposing a new VL model, VL-
REeFINE aims to enhance existing VL techniques
through a local post-hoc refinement mechanism.
This design specifically targets two key data-
centric challenges in the VL problem: label noise
and class imbalance. By leveraging local neigh-
borhood consistency, VL-REFINE refines the ini-
tial predictions of existing tools to improve pre-
cision and robustness. Importantly, VL-REFINE is
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model-agnostic and can be seamlessly integrated
as a plug-in component with various VL methods.
As demonstrated in our experiments, incorporat-
ing VL-REFINE leads to significant improvements
in localization performance across both function-
level and commit-level settings.

LLMs for Vulnerability Detection and
Localization. Recently, LLMs have gained
widespread attention and shown strong poten-
tial across a variety of Software Engineering
tasks [46]. Multiple techniques [32, 47-52] have
been proposed to leverage LLMs for detecting
and localizing software vulnerabilities. For ex-
ample, Shu et al. [32] show that LLMs are
promising for this task, with GPT-40 achieving
superior performance for both function and state-
ment level vulnerability detection.

However, Steenhoek et al. [50] and Li et al.
[53] reveal that LLMs still struggle with subtle se-
mantic reasoning, especially in scenarios involv-
ing small but critical code changes. Moreover,
Sovrano et al. [54] indicate that LLMs’ perfor-
mance is sensitive to the localization of the vul-
nerabilities. Specifically, the models tend to un-
derperform when vulnerabilities appear near the
end of large files. These weaknesses limit their
ability in real-world projects.

7. Conclusion

This paper presents VL-REFINE, a lightweight
and effective post-hoc refinement approach that
enhances existing VL techniques. By incorpo-
rating a local verification step based on k nearest
neighbors, VL-REFINE refines misclassified state-
ments through neighborhood consistency. Ex-
tensive evaluation across both function-level and
commit-level benchmarks demonstrates that VL-
REFINE consistently improves not only classifica-
tion accuracy but also the prioritization of vulner-
able statements. These results enable develop-
ers to identify more vulnerabilities with less in-
spection effort. Moreover, VL-REFINE is model-
agnostic and can be seamlessly integrated into ex-

isting VL systems without requiring retraining.
Its ability to mitigate the impact of label noise
and class imbalance makes it a valuable addition
to the VL pipeline.
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