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Abstract: XACML (eXtensible Access Control Markup Language) is a widely used standard for
defining attribute-based access control (ABAC) policies in cloud and service-oriented systems. How-
ever, validating XACML policies is challenging due to their hierarchical structure and flexibility,
which often introduce issues such as redundant rules and logical conflicts. Manual test case design is
time-consuming and frequently fails to achieve sufficient coverage. To address these challenges, this
paper proposes an approach for generating and optimizing test cases from XACML access control
policies. We implement this approach as a tool that transforms XACML policies into an XACML
Flow Graph (XFG) and systematically derives test cases through graph traversal. A genetic algorithm
is then applied to optimize the generated test suite while preserving high coverage. Experimental
results on standard XACML policy sets show that the proposed approach significantly reduces test
suite size while maintaining effective coverage, making it suitable for practical policy testing and
continuous assurance.

Keywords: XACML, Test Case Generation, Graph-Based Modeling, Genetic Algorithm, Policy
Verification, ABAC

1. Introduction

XACML (eXtensible Access Control Markup
Language) has emerged as a widely adopted
standard for specifying attribute-based access
control (ABAC) policies, allowing authorization
decisions to be defined in terms of subjects,
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resources, actions, and environmental attributes
Testing is essential for validating access

control policies prior to deployment.
Nevertheless, XACML policy testing is still
largely manual or ad-hoc in practice, requiring
substantial effort and expertise

This paper addresses these challenges by
proposing an approach for generating and
optimizing test cases for XACML access control
policies. The approach systematically derives
test cases from a structural representation of
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policies and applies test suite optimization
to reduce redundancy while preserving
high coverage. The proposed approach is
implemented as an automated tool and evaluated
on standard XACML policy sets, demonstrating
its effectiveness and practical applicability. The
main contributions of this paper are summarized
as follows:

• A structured graph-based representation of
XACML policies to support systematic
testing.

• A DFS-based test case generation method
combined with a genetic algorithm (GA) for
test suite optimization.

• An empirical evaluation demonstrating the
applicability of the approach to realistic
XACML policies.

The remainder of this paper is organized as
follows. Section 2 reviews related work. Section 3
presents the proposed approach. Section 4 reports
the experimental results. Finally, Section 5
concludes the paper and outlines directions for
future works.

2. Related Work

The complexity and security-critical of
XACML access control policies have motivated
extensive research on policy analysis and testing

Static analysis methods aim to detect policy
anomalies such as redundancies, conflicts, and
inconsistencies without executing policies.
Several studies have proposed rule-based and
formal techniques to analyze conflicts caused by
rule combining algorithms or overlapping policy
scopes. Alves et al.

Mutation testing has been explored to assess
the effectiveness of XACML test suites

Graph-based approaches model XACML
policies as control-flow or decision graphs to
enable automated test case generation

To address test redundancy, metaheuristic
optimization techniques, particularly genetic
algorithms, have been extensively studied for test
suite reduction in software testing

In contrast, this paper combines graph-
based modeling with evolutionary optimization to
address both systematic test generation and test
suite scalability. By modeling XACML policies
as an XACML Flow Graph (XFG), generating
test cases via depth-first traversal, and optimizing
them using a genetic algorithm, the proposed
approach achieves high coverage with reduced
testing effort.

3. Proposed Method

Figure 1 presents the proposed approach
for automated test case generation for XACML
access control policies. The approach includes
four main steps: (i) XACML policies are
transformed into an XACML Flow Graph (XFG)
that represents rules, conditions, and decision
paths; (ii) an initial test suite is systematically
generated by traversing the XFG to cover feasible
policy execution paths; (iii) the generated test
suite is optimized using a genetic algorithm (GA)
with coverage-driven fitness functions targeting
rule, condition, and decision coverage; and
(iv) the optimized test suite is executed against
the policy decision point within a DevSecOps
pipeline, where test outcomes are evaluated using
a policy-based test oracle and analyzed to provide
feedback for policy refinement.

The following sections describe in detail the
construction of the XFG, the test case generation
process, the GA-based optimization, and the
integration of the approach into DevSecOps
workflows.

3.1. XACML Flow Graph Construction
This section introduces the XACML Flow

Graph (XFG) as a graph-based model for
generating test cases from XACML access control
policies. The XFG is a directed graph that
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Figure 1. Architecture of the GA-based XACML test
generation framework integrated into a DevSecOps pipeline.

captures both the hierarchical structure and the
evaluation order of XACML policy elements.

To provide an intuitive understanding
of the XFG before presenting its formal
definition, Listing 1 shows a simplified XACML
policy fragment from a financial system. The
policy includes two rules applied to the same
target (FinancialOfficer, Transfer) with
overlapping conditions on the transfer amount,
and is evaluated using the deny-overrides
combining algorithm.

Listing 1: Illustrative XACML policy fragment with
overlapping rule conditions
<PolicySet

PolicyCombiningAlgId="deny-overrides">
<Policy>

<Rule RuleId="R1" Effect="Permit">
<Target> FinancialOfficer /

Transfer </Target>
<Condition> amount < 10000

</Condition>
</Rule>
<Rule RuleId="R2" Effect="Deny">

<Target> FinancialOfficer /
Transfer </Target>

<Condition> amount > 5000
</Condition>

</Rule>
</Policy>

</PolicySet>

In the XFG, the PolicySet and Policy
elements are represented as parent nodes, while
each Rule is mapped to a rule node connected to
its Target and Condition nodes in evaluation
order. Terminal decision nodes (e.g., Permit and

Deny) represent authorization outcomes. Each
directed path from the policy entry node to a
decision node corresponds to a concrete policy
evaluation scenario and forms the basis for
systematic test case generation.

Based on this intuitive illustration, the
following definitions formally specify the nodes
and edges of the XACML Flow Graph. These
definitions provide a precise foundation for
systematic path enumeration and test case
generation.

Definition 1 (XFG nodes). Let N be the set
of nodes of an XACML policy. Each node
n ∈ N represents an evaluation element involved
in XACML policy processing, including policy
containers, rules, conditions, combining logic,
and authorization decisions. Each node is
associated with a type, formalized as

type(n) ∈ {PolicySet, Policy, Rule,
Condition, CombiningAlg, Decision }

(1)

According to Definition 1, nodes may include
additional attributes (e.g., rule effects, target
expressions, condition predicates, and decision
outcomes) that are considered during policy
evaluation and test generation.

Definition 2 (Structural and evaluation relations).
For nodes i, j ∈ N:

• Node i is the XFG-parent of node j if j is
hierarchically contained within i according
to the XACML policy structure (e.g., a
Policy within a PolicySet, or a Rule
within a Policy).

• Nodes i and j are siblings if they share the
same XFG-parent.

• Node i is a left sibling of j if i immediately
precedes j in the evaluation order defined by
the policy and its combining algorithm.
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Definition 3 (XFG edges). Let E ⊆ N × N be
the set of directed edges representing possible
evaluation flows in an XACML policy. For nodes
i, j ∈ N, an edge (i, j) ∈ E exists if at least one of
the following conditions holds:

1. i is the XFG-parent of j (hierarchical
descent).

2. i is a left sibling of j, and the combining
algorithm permits evaluation to proceed
from i to j.

3. i is the final node of a rule or condition
evaluation, and j is the next node evaluated
according to XACML decision-combining
semantics.

Definition 4 (XFG). An XFG is a directed graph
defined as

XFG = (N, E),

where N is the set of nodes (Definition 1) and E is
the set of directed edges (Definition 3). The graph
encodes both the structural containment and the
evaluation order of XACML policy elements.

Based on the XFG, test cases are generated
by systematically traversing evaluation paths
using depth-first search. Path feasibility is
determined by solving the conjunction of rule
targets and condition predicates along each path,
ensuring that only executable policy behaviors are
exercised.

We propose Algorithm 1 to construct an
XFG from a given XACML policy specification.
The proposed algorithm realizes a structure-
preserving mapping from XACML policy
elements to a directed graph that explicitly
captures both hierarchical containment and
evaluation order defined by XACML semantics.

Given an XACML policy specification P, the
construction process traverses the policy structure
in a depth-first manner and incrementally builds
the corresponding graph. Each policy element
encountered during traversal is mapped to a

unique XFG node according to Definition 1.
Directed edges are added following Definition 3
to encode hierarchical relationships, sequential
rule evaluation, and control flow induced
by combining algorithms. Rule targets and
conditions are explicitly modeled as separate
nodes and connected in their evaluation order.
Finally, combining algorithm nodes aggregate
rule outcomes and connect them to terminal
decision nodes representing authorization results.

Algorithm 1 Construction of XACML Flow
Graph (XFG)
Input: XACML policy specification P
Output: XACML Flow Graph XFG = ⟨N, E⟩
1: Initialize empty node set N ← ∅ and edge set E ←
∅

2: Identify the root policy element r in P (PolicySet
or Policy)

3: Create node nr corresponding to r and add nr to N
4: for each policy element e encountered during a

depth-first traversal of P do
5: Create a corresponding XFG node ne and add

ne to N
6: if e is hierarchically contained within a parent

element p then
7: Add edge (np, ne) to E
8: end if
9: if e is a rule then

10: Create nodes for its target and condition
expressions

11: Add edges reflecting their evaluation order
12: end if
13: if e is governed by a combining algorithm then
14: Create a combining node
15: Connect rule outcome nodes to the

combining node
16: end if
17: end for
18: Create decision nodes for authorization outcomes
19: (Permit, Deny, NotApplicable,

Indeterminate)
20: Connect combining nodes to the corresponding

decision nodes
21: return XFG

Proposition 1 (Correctness and termination of
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XFG construction). Given a finite XACML policy
specification P, Algorithm 1 terminates and
constructs an XFG that is correct with respect to
Definitions 1–3.

Proof sketch. Correctness. During the depth-first
traversal of P, each XACML policy element is
visited exactly once and mapped to a unique XFG
node, in accordance with Definition 1. For each
structural or evaluation relation in the policy, the
algorithm adds a corresponding directed edge that
satisfies Definition 3. Therefore, every feasible
XACML evaluation sequence is represented as a
directed path in the resulting XFG.

Termination. The algorithm terminates
because the input policy P is finite and the
depth-first traversal processes each policy element
exactly once.

Complexity. Let n be the number of elements
in P. Since each element is processed in constant
time, the overall time complexity is O(n).

The resulting XFG provides a precise and
analyzable representation of XACML policy
evaluation and serves as the foundation for path
enumeration, coverage analysis, and systematic
test case generation, which are described in the
following subsection

3.2. Test Case Generation from XFG

Based on the XFG constructed in the previous
subsection, test case generation is formulated as
a systematic exploration of evaluation paths in
the directed graph. Each feasible evaluation path
corresponds to a distinct execution scenario of
the XACML policy and serves as the basis for
deriving a concrete test case.

Definition 5 (XACML evaluation path). Let
XFG = (N, E) be an XACML Flow Graph. An
XACML evaluation path is a finite sequence of
nodes

π = ⟨n0, n1, . . . , nk⟩

such that:

• (ni, ni+1) ∈ E for all 0 ≤ i < k;

• n0 is a node of type Policy, representing the
entry point of policy evaluation;

• nk is a node of type Decision, representing
a final authorization outcome.

Each evaluation path represents a possible policy
evaluation induced by a specific access request.

Definition 6 (XACML test case). Given an
evaluation path π, an XACML test case is defined
as an access request whose attribute values satisfy
all target expressions and condition predicates
encountered along π. Executing the test case
exercises the corresponding policy evaluation and
yields the authorization decision associated with
the terminal node of π.

Evaluation path enumeration Evaluation paths
are systematically enumerated using a depth-first
search (DFS) traversal over the XFG, as presented
in Algorithm 2, starting from nodes of type
Policy. The traversal recursively follows outgoing
edges until a node of type Decision is reached.
DFS is particularly suitable for this task because
it naturally explores complete evaluation paths
from policy entry points to final authorization
outcomes while preserving the evaluation order
defined by the graph structure. Compared to
breadth-first search (BFS), which focuses on
level-wise traversal, DFS directly generates end-
to-end evaluation paths that align with XACML
evaluation semantics. In contrast, BFS may
produce partial paths that do not correspond
to complete policy evaluations and therefore
require additional mechanisms to reconstruct full
execution sequences, making DFS more suitable
for subsequent feasibility checking and test case
derivation.

Path feasibility analysis Not all syntactically
valid evaluation paths correspond to executable
policy behaviors. An evaluation path is
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Algorithm 2 DFS-based evaluation path
enumeration
Input: XACML Flow Graph XFG = (N, E)
Output: Set of evaluation paths Π
1: Π← ∅ ▷ Set of enumerated evaluation paths
2: procedure DFS(n, π)
3: if type(n) = Decision then
4: Π← Π ∪ {π} ▷ A complete evaluation

path is found
5: return
6: end if
7: for all (n,m) ∈ E do
8: DFS(m, π · ⟨m⟩)
9: end for

10: end procedure
11: for all n ∈ N | type(n) = Policy do
12: DFS(n, ⟨n⟩) ▷ Each policy node acts as an

entry point
13: end for
14: return Π

considered feasible if the conjunction of all
target expressions and condition predicates
along the path is satisfiable. To determine
feasibility, constraints collected along the
path are combined into a logical condition
and checked for consistency, which can be
implemented using automated constraint solvers
or lightweight heuristic checking depending on
the policy complexity. Paths whose constraints
are inconsistent are discarded before test case
generation to avoid producing unreachable
or invalid test cases and to ensure that only
executable evaluation scenarios are considered.

Test case derivation For each feasible evaluation
path π, a test case is constructed by collecting
the attribute constraints imposed by target and
condition nodes along the path. These constraints
jointly define an access request that triggers
the corresponding policy evaluation. The
expected authorization decision of the test case is
determined by the terminal decision node of π.

Formally, a test case is represented as a tuple

tc = ⟨req, exp⟩,

where req denotes the constructed
access request and exp ∈
{Permit, Deny, NotApplicable, Indeterminate}
is the expected authorization decision.

Initial test suite construction The set of all test
cases derived from feasible evaluation paths
constitutes the initial test suite, denoted as TS raw.
Although TS raw achieves high structural coverage
of the XFG, it may contain redundant test cases
due to overlapping evaluation paths. Therefore,
a test suite optimization phase based on genetic
algorithms is applied in the subsequent stage to
reduce redundancy while preserving coverage.

3.3. Genetic Algorithm–Based Test Suite
Optimization

Given the initial test suite TS raw generated
from feasible evaluation paths of the XACML
Flow Graph (XFG), the objective of this phase
is to construct an optimized test suite TS opt ⊆
TS raw such that the number of test cases is
minimized while preserving the required coverage
of XACML policy elements (e.g., rules and
decisions).

This optimization problem is addressed using
a genetic algorithm (GA), which is well suited for
exploring large combinatorial search spaces and
balancing multiple optimization objectives.

3.3.1. Encoding and Fitness Function
Each individual C in the population represents

a candidate test suite and is encoded as a binary
vector

C = [b1, b2, . . . , bM],

where M = |TS raw| and bi = 1 indicates that the
i-th test case in TS raw is selected, while bi = 0
indicates that it is excluded.

The fitness function is designed to
simultaneously maximize coverage and minimize
the size of the selected test suite. It is defined as:

F(C) = w1 · Cov(C) + w2 ·
(
1 − |C|on

M

)
, (2)
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where Cov(C) denotes the coverage ratio achieved
by the selected test cases (with respect to XACML
rules or evaluation paths), and |C|on is the number
of activated bits in C, i.e., the number of selected
test cases. The weights w1 and w2 control the
relative importance of coverage preservation and
test suite reduction.

3.3.2. Optimization Process
The GA iteratively evolves a population of

candidate solutions through selection, crossover,
and mutation, as summarized in Algorithm 3.
The algorithm starts by randomly initializing
individuals from TS raw, where each individual
represents a candidate subset of feasible test
cases. Instead of exhaustively enumerating
the search space, this initialization generates
multiple initial individuals; therefore, a moderate
population size of 50 is adopted to balance
search capability and the computational cost
of fitness evaluation. Tournament selection
is used to maintain selection pressure during
evolution. A single-point crossover is applied
with probability pc = 0.8, which is suitable
for path-based test-suite representations, while
mutation is performed with a low probability
pm = 0.05 to introduce controlled variations
while preserving high-coverage solutions.

At each generation, individuals are evaluated
using the fitness function, after which fitter
individuals are selected to produce offspring.
The fitness function combines rule coverage
preservation and test suite size minimization
using weighted coefficients (wc,ws) = (0.7, 0.3),
prioritizing coverage while encouraging reduction
of redundant test cases. The evolution continues
for a fixed number of generations (MaxGen =
100), after which the best individual is decoded
into the optimized test suite TS opt.

3.4. Integration with DevSecOps Pipeline
The proposed approach is designed to be

seamlessly integrated into a DevSecOps pipeline
for continuous validation of XACML access

Algorithm 3 Genetic algorithm for XACML test
suite optimization
Input: Initial test suite TS raw, population size

PopS ize, maximum generations MaxGen
Output: Optimized test suite TS opt
1: Pop← INIT(PopS ize,TS raw)
2: Best ← GETBEST(Pop)
3: for gen← 1 to MaxGen do
4: for all ind ∈ Pop do
5: Fit(ind)← CALCFITNESS(ind)
6: end for
7: NewPop← ∅
8: while |NewPop| < PopS ize do
9: P1, P2 ← SELECT(Pop)

10: Child ← CROSSOVER(P1, P2)
11: MUTATE(Child)
12: NewPop← NewPop ∪ {Child}
13: end while
14: Pop← NewPop
15: if Fit(Bestcurr) > Fit(Best) then
16: Best ← Bestcurr

17: end if
18: end for
19: return DECODE(Best)

control policies. As illustrated in Fig. 1,
the approach operates as an automated security
testing stage within the Test phase of a CI/CD
workflow.

In a typical pipeline, XACML policies are
treated as version-controlled artifacts and evolve
alongside application code. Whenever a policy
is added or modified, the pipeline triggers the
automatic construction of the XFG, followed by
DFS-based enumeration of feasible evaluation
paths and the generation of an initial test suite.
The genetic algorithm then optimizes the test
suite to reduce redundancy while preserving
full rule coverage. The resulting optimized
test cases are automatically executed against the
Policy Decision Point (PDP), and the observed
authorization decisions are checked using a
policy-based test oracle.

The feedback produced by test execution is fed
back into the pipeline to support rapid detection
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of policy regressions, unintended rule overlaps,
or coverage losses. If violations are detected, the
pipeline can halt deployment and notify policy
engineers, enabling early remediation. This tight
feedback loop aligns with DevSecOps principles
by shifting security validation left, reducing
manual testing effort, and ensuring that access
control policies remain correct and maintainable
throughout their lifecycle.

By combining graph-based modeling,
evolutionary optimization, and pipeline-level
automation, the proposed approach supports
scalable and continuous assurance of XACML
policies in modern cloud-native and service-
oriented systems.

4. Experimental Results

4.1. Support Tool

The proposed approach is implemented in a
prototype tool, referred to as X-PTG (XACML
Policy Test Generator). X-PTG supports the
construction of the XACML Flow Graph (XFG),
DFS-based enumeration of evaluation paths, and
test suite optimization using a genetic algorithm
(GA). The GA component is implemented using
the JGAP (Java Genetic Algorithms Package)
library.

All experiments were conducted on a
workstation equipped with an Intel Core i5
processor at 2.4 GHz, 8 GB of RAM, running
Windows 10. Figure 2 presents the prototype
implementation of X-PTG, illustrating the
generation of evaluation paths from XACML
policies and the subsequent reduction of the
initial test suite through GA-based optimization.

Using this prototype implementation, a series
of experiments were conducted at the Software
Engineering Laboratory (SE-Lab), Phenikaa
University, to evaluate the effectiveness of the
proposed approach. The following section
describes the datasets and evaluation metrics
used in our empirical study.

Figure 2. Prototype implementation of X-PTG illustrating
evaluation path generation from XACML policies and GA-
based test suite optimization.

4.2. Datasets
We conducted experiments on three

representative XACML policy datasets
covering different application domains and
policy structures. These datasets allow us to
analyze the behavior of the proposed method
under varying policy sizes and organizational
complexity. Table 1 summarizes their main
characteristics.

Table 1: Characteristics of the XACML policy datasets

Dataset Rules Policies Domain
HACS 25 5 HACS
FMS 30 3 FMS
SIS 20 4 SIS

Note: HACS – Hospital Access Control System; FMS – File
Management System; SIS – Student Information System.

The Rules column indicates the total number
of authorization rules defined across all policies in
each dataset, while the Policies column denotes
the number of individual policy containers.
Together, these metrics reflect both the decision
complexity and the structural depth of the policy
sets, which directly influence the size of the
resulting XFG and the number of evaluation paths
generated.

4.3. Evaluation Metrics
The performance of the proposed method is

evaluated using the following metrics:
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• Rule Coverage (%): the percentage of
XACML rules that are exercised by at least
one test case in the test suite.

• Reduction Rate (%): the relative reduction
in the number of test cases achieved by
GA optimization compared to the initial test
suite:

RR =
|TS raw| − |TS opt|
|TS raw|

× 100%.

4.4. Results and Analysis
Table 2 summarizes the experimental results

obtained from applying the proposed GA-based
optimization to the initial test suites generated
from XFG traversal. For each dataset, the
genetic algorithm was executed ten times, and the
reported values correspond to the average results
in order to reduce the influence of stochastic
effects.

Table 2: Results of GA-based test case optimization

Dataset Init. Opt. Cov. Red.
HACS 40 18 100% 55.0%
FMS 55 22 100% 60.0%
SIS 35 15 100% 57.1%
Average 43.3 18.3 100% 57.4%

Note: Init. = Initial paths; Opt. = Optimized test cases; Cov.
= Coverage; Red. = Reduction rate.

Overall, the results demonstrate that the
proposed GA-based optimization is effective
in significantly reducing test suite size while
preserving full rule coverage across all evaluated
datasets.

• For the FMS dataset, the number of test cases
is reduced from 55 to 22, corresponding to
a reduction rate of 60%. This improvement
is particularly relevant in practice, as policy
evaluation at a Policy Decision Point (PDP)
can incur non-negligible execution costs.

• Across all datasets, the optimized test suites
achieve 100% rule coverage. This indicates

that the fitness function successfully
preserves test cases exercising critical and
rarely triggered rules, while eliminating
redundant paths that contribute limited
additional coverage.

• The average time required for test case
generation and GA-based optimization
is approximately 3.5 seconds, which is
acceptable for offline testing and integration
into continuous testing pipelines.

Figure 3 visually compares the size of
the initial test suites obtained via graph-based
path enumeration with the optimized test suites
produced by the genetic algorithm, highlighting
the consistent reduction achieved across datasets.

Figure 3. Comparison between initial and GA-optimized test
suites in terms of test case reduction

4.5. Threats to Validity
Several threats to validity should be

considered. Internal validity relates to
the correctness of XFG construction,
path enumeration, and genetic algorithm
configuration; to mitigate this, the
implementation follows the formal definitions
and experiments are repeated with averaged
results to reduce stochastic effects. Construct
validity is associated with the chosen metrics,
namely rule coverage and test suite reduction
rate, which reflect testing effectiveness and
efficiency but do not capture aspects such as fault
detection capability. External validity is limited
by the number of datasets, which, although drawn
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from different domains, may not fully represent
large-scale or highly dynamic access control
environments. Finally, conclusion validity may
be affected by the scale of the empirical study,
and broader evaluations with stronger statistical
analysis would further strengthen the results.

5. Conclusion

This paper presented a systematic approach
for generating and optimizing test cases for
XACML access control policies based on the
XACML Flow Graph (XFG), a graph-based
representation that models policy structure and
evaluation semantics. By transforming policy
evaluation into directed paths, test case generation
becomes a process of structured path exploration
with feasibility checking.

To reduce redundancy, a genetic algorithm
was applied to optimize the initial test suite while
preserving rule coverage. Experimental results
on representative XACML datasets show that the
approach achieves full coverage and reduces the
test suite size by more than 50% on average,
demonstrating the effectiveness of combining
formal modeling, graph-based analysis, and
evolutionary optimization for XACML policy
testing. Future work will extend the XFG model to
support advanced XACML features and enhance
constraint-based test generation for regression
testing scenarios.
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